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CYBER SAFETY SEMINAR SERIES : The digilatdvide

KEEPING BOARDERS SAFE ONLINE -A
MASTERCLASS IN CYBERSAFETY

The adults charged with
the care of the next
generation feel as though
they are shut out, on the

DR MICHAEL CARR-GREGG i 32}? Sl IO

/ PHD, CERT CHILD SAFETY ON
§@ THE INTERNET (UCLAN) MAPS

Handouts will be
avallable from 9.30am 0 10am - So what do you really know

about cyberspace - an interactive quiz...

boarding.org.au 10.45 - 11.15 & Morning Tea
= = 11.15 - 12.30 06 What are the latest

developments in cyberspace 0 case studies
12.30 - 1.00 - Lunch
1.00 - 2.30 & what are the components of a

great cybersafety policy for a boarding
school?

Bullying rife in Australian schools

W h at ) to d ay I ATHE AUSTRALIAN 7%

articie frem: @AP

ONLINE NEWSPAPER OF THE YEAR

A NATIONAL study has revealed one in four schoolchildren from years four to nine say they are regularly

4 , attacked by bullies.
. The study, commissioned by the fderal zovernment, surveyed 7000 children from 124 schools across the country.

It found bullying peaked in the final years of primary school, with 32 per cent of those students targeted, News
Limited reports.

4ccording to the study, which recommended changes to the way schools deal with the issue, almost half of
students in year nine were either bullies or being bulied.

Mhary had also lost confidence in the ability of teachers to protect them, News Ltd reports



http://www.michaelcarr-gregg.com.au/
http://www.michaelcarr-gregg.com.au/
http://www.michaelcarr-gregg.com.au/
http://www.acer.edu.au/cybersafety
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Minister Gillard-on
berbu | |y| ng Principals given power to crack down on cyber bullies

. May 28, 2009 12:01am Eh‘ 2 m‘ tti“ ‘

"l think these reports are Spot PRINCIPALS now have the power to suspend students who
on When they describe s;szézs.::l:‘ir:;l.and mobhile phones to bully other students out
bullymg, parthUIarIy Cyb_er_ Education Minister Jane Lomax-Smith will today announce that
bullymg, as cruel, OStraCISIng principals will be able to protect students from cyber bullying
and xntlmldatmg MOSt z\éir;;f‘;nonare:. are committed out of the schoolyard and out of
dlsu"lrbmgly’ many Sald th Principals will also be given more supportto confiscate
didn't report Cyber - bu”ymg students' mokile phones and give them ta police as evidence if

they believe the phones have recorded crimes
because they were scared
their mobile or computer
would be taken away."

The new [aws are part of a directive to principals by the
Education Department to crack down on cyber bullies

The latest research shows mokile phones and the internet are
plaving a major rale in increasing incidents of bullying and

Source : Herald Sun 1 st June 2009

NEWS Release @ Hon Jane Lomax-Smith

Minister for Ex tion
WRW.ONISErs. 84, gOV.AU - Minister for Mental Health and

ubstance Abuse ]
Mis for Tougism
Minister for the Ci

T

STRONGER DEFENCE AGAINST CYBER BULLYING

The power of principals to protect their students from bullying has been extended beyond the 3‘ el l‘ e
school gare, in response o the widespread seach of techno-savvy bullies

Principals aze 5ow able w0 suspend or exclude stdenrs the safery or wellbeing of
others ia the school commuairy, sepacdless of where and ideats oceur.

Education Ministes Jane Lomax-Smith says cyber-bullies do not sespect school houss.

technologies, students can become victims of cyber bullying at any time of the day,
Dr Lomax-Smith says.

Single biggest transformation
Si hceé
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The digital divide 2 types of human beings

The adults charged with
the care of the next
generation feel as though
they are shut out, on the
other side of the bedroom
door.

Five-world model (Carr

Gregg 2007) WY the fifth world?

0 @Vhy does the Internet qualify
as its own social context, rather
than a subset of an existing
oneébec au guwlitatively i s
different  from the others and is
an important part of identity
formation  for young people that
is not being mediated by adults.

It offers independence,

playfulness, seriousness, a peer
audi ence. 0

Inner
world

Digital Family

World WOI‘Id Source :Bradley, K. (2005). Internetlives: Social context and moral
domain in adolescent development. New Directions for Youth
Development, 2005 (108),57 -76
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\Nh th tt) Important communication and
y e Act: A@matlon tool i not to be demonised

0é It i s iatenpelaadc e of

Real Wired Child unrestricted learning . It has its own

Mo € etiquette, system of rules, and

morality, and it is in constant
evolution. In a single generation, there '! ‘ COUSIL
has been a paradigm shift
adolescents inhabit a social context L
that their parents for the most part did

not experience as teenagers. Itis a [(=]®)
world that many parents still do m \/
not really understand . And its

= [ Ofriendster |

ramifications are complex." (p. 70)

Source :Bradley, K. (2005). Internetlives: Social context and moral
domain in adolescent development.  New Directions for Youth
Development, 2005 (108),57 -76

My 17 year-old son

What about schools?

Thousands of kids seek

help over cyberbullymg Aéschools have a dut
prme . their students from cyber bullying, whether or

e i xmerpug, e vores odor not it's conducted during school

o tcait e ting = gpot s v v hourséMany school | ead
bt i ks bl phor et el anti-bullying strategies of a previous

The shacking resuts from wnw.cybermentors.org.uk, set up six g eneration. o

wesks aga, shew the true scale of the problem for the first time.

Charity Beatbullying is behind the scheme, which has been backed by

it David Ford, Senior Partner

Spokeswaman Emma Jane Cross said: “We are experienang an
averwhelming respanse to the launch of our peer mentoring sodial
networking site - these are serious alam bells we must act on

http://mww.mirror.co.uk/news/technology/2 Bullies who leave no bruises
009/04/22/thousands-of-kids-seek-help- By Helen Signy
over-cyberbullying-115875-21295822/ Sydney Morning Herald October 25, 2007



http://en.wikipedia.org/wiki/Image:Friendster.JPG
http://www.myspace.com/theroyalesband
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http://Awww.moodg

the"MoodGYM

TRATNING PROGRAM  Mack il
Delveting cognéive behamrou therapy
for preverting degression

3 great web sites
for young people

TERNIEAL BTl
Belure usng MoodGYM. plesse make sure that

You have the (50 that you can vew graphice

JanaScrgt is enabled (50 that you can wew popup windows)

ook e omtld (st you g ) K necesway, you o
= Fislp ity Cookies me

MoodGYM makes faquent ss of mulimedia prasantations and grapics. §
‘you ate wsually impaired. you may be using browser sofwase that e unable
1o inplay some of this matenal

www.reachoutcentral.com.au

Exam time - managing
stress

More Features

Great sites on the web
N THE AUSTRALIAN

Cyber psychology helps save lives
Lynette Hoffman | April 25, 2009

Articee from: # THE AUSTRALIAN //WWW.mOOdgyn"l anu.edu.au

'WHAT do you do when a friend is contemplating suicide? Doug didn't know.

S0 he did what millions of people worldwide do every day when seeking advice, answers and just about everything
else. Doug turned to that universal source of information: Google.

He stumbled upon ReachOut.com.au, a youth targeted website providing support and information about mental
iliness. http://lwww.reachout.com.au

Doug -- who asked that his last name not be published -- used the site to help his friend, who went on to receive
counselling and treatment for depression and trauma.

Later, when Doug found himself battling low self-esteem and strugeling to come terms with his sexuality, he found
comfort in reading the stories of other young people on the site.

‘At my lowest of lows | knew that not continuing wasn't an option,” he says. *l knew | wasn't alone. It encouraged
a positive outlook from the start.”

Despite increasing public awareness and campaigns designed to diminish the stigma associated with mental illness,
An - P i . a



http://www.reachoutpro.com.au/
http://www.reachoutcentral.com.au/
http://www.beyondblue.com.au/

We think
onlineis

Kids see
I _,  Accessas
private Aright

¥

Parents
frozen out
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of dangers

Brain
development
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judgement & are
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Cyberbullying

What happened?

/

/
4

2monthslater
Committed
suicide

Did TVinterview
Warning people

Of the dangers
Ofthe net

T

miserable
and
depressed,
afraid even
togoto
school

Sent
nude
photos
to boyfriend

L

They broke
up

J

Boyfriend
sentphotos
to her

girlfriends

l

girlsbegan
harassing her,
<—— callinghera
slutanda
whore

So what do you really know about

cyberspace

- aspot quiz ?

Just this

The mother of a high school student who hanged
herself after nude photos were distriuted around her
school has warned other teens about the risks of
texting raunchy photos to people.

Jesse Logan, 18, killed herself last year after being
harassed for months by some students at her
Cincinnati, Ohio school

The students were sent nude photos of Jesse by her
ex-boyfriend.

Her mother, Cynthia Logan, said her daughter started
wagging school and would hide fram people to avoid
being teased.

In an interview with NBC, Ms Logan said Jesse was
vivacious and fun.

She was artistic, she was compassionate, she was a
good kid” she said.

Session Two

USTRALIAN
OARDING
CHOOLS
SSOCIATION

What do you know about internet and
young people, schools and
government attempts to control it?

Question 1

According to a recent UK study, what
percentage of 5 year olds in homes with
internet access have surfed the internet

for their own entertainment  ?
a) 35%
b) 55%
c) 75%
d) 95 %

20 seconds

6/1/2009



Answer1

According to a recent UK study, What
percentage of 5 year olds in homes with internet
access have surfed the internet for their own

— entertainment ?
Children cyber sawy

a) 35%
b) 55%
c) 75%
d) 95 %

Answer 2

A Symantec study released in August 2007
found that young Australians are online more
than their parents think they are. Parents
thought it was 6 hours a week, when it was
actually what?

a) 8hours
b) 9 hours
c) 12 hours
d) 18 hours

Answer 3

What is the Kandersteg Declaration?

Kandersteg Declaration Against Bullying in

Children and Youth

ol
relationships and

6/1/2009

Question 2

A Symantec study released in August 2007
found that young Australians are online more
than their parents think they are. Parents
thought it was 6 hours a week, when it was
actually what?

a) 8 hours
b) 9 hours
c) 12 hours
d) 18 hours

20 seconds

Question 3

What is the Kandersteg
Declaration?

20 seconds

Kondersteg Declaration Against Bullying in
Children and Youth


http://www.kanderstegdeclaration.org/
http://www.kanderstegdeclaration.org/

Actions to be taken:

.

.

.

Stop bullying now in all the places where children and youth live, work. and play.

Start prevention efforts early and continue these through childhood and adolescence,
targeting known risk and protective factors and promoting healthy relationships.

Educate and empower all adults involved with children and youth to promote healthy
relationships and prevent bullying,

Use policy and prevention programs, based on scientific research, that are appropriate for

age, gender, and culwre, and that involve families, peers, schools, and communities.

Provide ongoing assessment and monitoring necessary to evaluate the success of policy and
programs and to guarantee the rights of children and youth

Email to register support:

Question 4

Which of the following programs are being
offered by the federal government free
to Australian parents?

a) Filterpak v7.7

b) Integard v1.04

c) k9webprotection.com
d) Safe Eyes (Mac version)

20 seconds

Gover:nment
‘@émnmncmmmm

www.netalert.net.au

Tol: ‘

Free

6/1/2009

Further individuals are invited to show their support for this Declaration by becoming a
personal signatory and sending their Name, Affiliation, Country, and e-mail address to August
Flammer.

Institutions are also invited to show their support for this Declaration by sending the Name
of their Institution, Address, their Name, Country, Contact Person, and e-mail address to
Auqust Flammer.

Which of the following programs are being
offered by the federal government free
to Australian parents

a) Filterpak v7.7

b) Integard v1.04

c) k9webprotection.com
d) Safe Eyes (Mac version)

www.netalert.gov.au/forms/process
download.php

Compatible Operating Systems

Internet content filters
(required) indows | Windows | Microsoft | Apple
2000 Xp Vista Wac

Choose Filter

Integard v1.04 v v v

Optenet Web Filter PC 9.6

Safe Eyes (PC version)

Safe Eyes (Macversion



mailto:august.flammer@psy.unibe.ch

6/1/2009

http:/iwww1.k9webprotection.

Question 5

~Froa Intaraet Windows Intornat (xplorer

- - Microsoft conducted a national survey of
e 8 parents last year and discovered that 80%
voi® OB - ¢ O boneise B2tkoed % 0es v P

e S did not know which one of the following?

a) How to log on to the net

b) That the Xbox 360 had parental controls
That you can access the net from your

You mobile phone

Internet Parent The Xbox 360 enables players to play

oo ot bt B Cet s v with others on the net

K9 Web Protection
Ocost

20 seconds

Answer 5 - Question 6

Microsoft conducted a panonal survey of How long did it take 16 year old school
parents last year and discovered that 80%

did not know which one of the following? boy Tom Wood tofraCk the .
government s $84 mi
a) How to log on to the net

b) That the Xbox 360 had parental -
controls b) 20 mins

a) 10 mins

¢ Thatyou can access the net from ¢ 30 mins
your mobile phone d) 40 mins
d) The Xbox 360 enables players to
play with others on the net

20 seconds

Answer 6 : Question- 7

How long did it take 16 year old school An inquiry into the suicides of two 16 year old Upwey
boy Tom Wood to crack the High School students in Victoria ~ found that the
go e T N Me N85 $84 —— major factors in their deaths were é
V |

It took 16-year-old Tom Wood just 30 minutes = a) Internet Addiction
to bypass the Government’s $84m pomn filter £) 10 mins Outpourng of grie! on suicide daughter’s wobsite

A mother’s despair b) Involvement in  the
a-* b 20 mins - e % &mod youth subec

¢ 30 mins : |\ c) Alcohol and drug abuse

d) 40 mins d) Accessing inappropriate
internet web sites

20 seconds
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Answer 7 g Question- 8

An inquiry into the suicides of two 16 year old Upwey How many web sites come up if you Google the words
High School students in Victoria found that the major 0 Ho-w= -t:=0-- -~ k=i -1 Yourself
factors in their deat
Web Images Groups Mews Scholar Desktop more »

GO L)gle how to kill yourself
Father’s plea to Search: @ the web O pages from Australia
monitor internet - —
s T — b) Involvementin the endod a) 4,600,000
S youth subculture
c) Alcohol and drug abuse b) 6,600,000
d) Accessing inappropriate ¢) 8,600,000

internet web sites d) 10,600,000

a) Internet Addiction

20 seconds

USTRALIAN i

g@e | Answer 8 - Question9

How many web sites come up if you Google the words World of Warcraft often referred
0How to kill Yourself - ! .

toas WoW, is an example of which

Web Images Groups MNews Scholar Desktop more »

Goc >gle e of the following

Search: @ the web O pages from Australia

a) multiplayer online role -playing game

a) 4,600,000 b) massive multiplayer online role -playing

b) 6,600,000 game

c) 8,600,000 c) massive multiple online role -playing game

LI d) Multi person online role -playing game
I
Results 1 - 10 of about 11,600,000 fol

20 seconds

Answer9 ’ Question9

World of Warcraft , often referred
toas WoW, is an example of which
of the following?

World of Warcraft , takes place
within the Warcraft world of,

a) multiplayer online role -playing game a) Azinth

b) massive multiplayer online role -playing b) Aztonhenge
game c) Aztec

¢) massive multiple online role -playing game d) Azeroth

d) Multi person online role -playing game

20 seconds

10
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Norlbrend

et Caasfern
o Kingdoms

The Soath Seas

Plander Isle

Answer10

Which of the following statements
abophishimpd ar e tr

a) Is an attempt to criminally and
fraudulently acquire sensitive information

b) It involves the acquisition of usernames,
passwords and credit card details

c) lItis done by masquerading as a trustworthy
entity in an electronic communication

d) Phishing is typically carried out by email or
instant messaging

Real myspace web site

ceT youm Excusive S99
SECRET SHOW
SMS ALERTS)

GET YOUR EXCLUSIVE
SECRET SHOW

SMS ALERTS

Question 10

Which of the following statements

a)
b)
c)

d)

a b o phishimgéd ar e

Is an attempt to criminally and

fraudulently acquire sensitive information

It involves the acquisition of usernames,
passwords and credit card details

It is done by masquerading as a trustworthy

entity in an electronic communication

Phishing is typically carried out by email
instant messaging

20 seconds

A fake web site

'S -
PRESENTED ‘o5’
\ 8Y “ortus '

or

6/1/2009

Compare

11



/b/spays 2007

IO Was It S0 -——K

This website
stores the login
details...

On this one
website, there is
over 70,000
usernames and
passwords of
users - giving
anyone full,
explicit access to
their accounts!!!

Answer11l

. MySpace has over 200 million

accounts. The site reportedly attracts how many new

registrations per day?

a) 53,000

b) 73,000 .hmv?ﬁ%\ce

a place for friends.

c) 230,000
d) 530,000

Answer12

Which of the following web sites are

moderated by adults?

a) Myspace
b) Youtube
c) Vampirefreaks 2

d) Mydeathspace MYDEATH SPACE.COM
e) Habbo Hotel

VampireFr

Question 11

As of September 7, 2007, MySpace has over 200 million
accounts. The site reportedly attracts how many new
registrations per day?

a) 53,000
b) 73,000

c) 230,000
d) 530,000

20 seconds

A A | USTRALAN
Dfn &
elzllele] | Socirion

Question 12

Which of the following web sites are

Whatés

moderated by adults?

a) Myspace

b) Youtube

c) Vampirefreaks r@\
d) Mydeathspace | MYDEATH SPACECOM
e) Habbo Hotel

VampireFreaks.com

20 seconds

moder at ed
not?

fi———M0-5-t—w-e-b-5-i—t=e=5—h-a-v.
certain standards. Mainstream ones
such as MySpace, YouTube etc. all

have pretty proper ones that we

would have in society. But then we

have VampireFreaks - MyDeathSpace
- and probably another hundred

billion at the moment that wouldn't.
Some imageboards have

absolutely macabre humor

pictures of mutilated bodies

depiction of disabled people as

http://thewoodverdict.blogspot.com/  humorous.  Nothing is protected

the standards really go down to
nothing, none, nil. The creators of
thisland ( Cyberia ) are the users
- and the users control it. (o]

6/1/2009

e
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Question 13

Recent American research has found
chat room use

Reduces interactions between
adolescents and their families,

damaging family cohesiveness

increasing the potential for
isolation

increasing the potential for
psychological problems

20 seconds

Who is this girl and why are these
pictures now famous?

20 seconds

Question 15

Tom Wood recently surveyed his 5 best mates and
asked them how many o6frien
MySpace profile what was the average across his 5 best
mates?.
a) 13
b) 113
c) 213
d) 413

20 seconds

6/1/2009

Answer13

Recent American research has found
chat room use

Reduces interactions between
adolescents and their families,

damaging family cohesiveness

increasing the potential for
isolation

increasing the potential for
psychological problems

Source: Age November 23 2005

Answer14

Francesca Wells- - Barker College school girl who
posted these pics online and went all around the
world and got her suspended

Answer15
eyed his 5 best mates and
ars kiEIdSS s TeE M- - h-orw=sima iny —Soifer i e n-d
MySpace profile what was the average across his 5
best mates?.

a) 13

b) 113
c) 213
d) 413

13
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What are the latest developments
in cyberspace?

] LZ
2N s

~ Cyberbullying 'affects 1 in 10 teachers'
guardian
AB3% received
unwelcome emails
A26% had
offensive messages
posted about them
A26% unwelcome
text messages
Saturday 4% April 2009

€3 Bluetooth

6/1/2009

Every day, all over the world there
are reports of internet abuse

Thousands of kids seek
help over cyberbullying

By Mark Ellis © &
Nearly 10,000 children each week are saeking heip to
cope with cyberbullying, figures reveal today.

The schoolkids ars turning to a support websita for advice after baing
subjected to abusive mobile phone texts and emails.

The shocking results from www.cybermentors. org.uk, set up six
wesks ago, show the trus scale of the problem for the first time.

Charity Beatbullying is behind the scheme, which has been backed by
PM Gordon Brown.

Spokeswoman Emma Jane Cross s3id: “We are experiendng an
overwhelming response to the launch of our peer mentoring social
networking site - these are serious alam bells we must act on,

D LF
S

10,000
children a
week

22nd April Daily Mirror 2009
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Wife murdered over 'single’ Facebook status

January 25, 2009 - 10:2881

A British man who murdered his wife after becoming
enraged when she changed her relationship status
on Facebook to "single” has been jailed for at least
18 years

Edward Richardson, 41, stabbed wife Sarah, 26, to
death in a "frenzied and brutal” attack at her parents’
home in Biddulph, central England, last May after
she altered her profile on the Intemet social
networking site.

The couple had been living apart since the previous
month, said Fiona Cortese, a spokeswoman for the
Crown Prosecution Service, which is responsible for
prosecuting cases in England and Wales.

Almost 1 in 10 Young Video Game Users
‘Addicted’

Stuay finds pathological behavior ca
reai problems.

MONDAY, Apri 20 (Heal ws) ~ A szZable number of

young video game players — fully 8.5 percent — exhibit signs of
addicton to gaming. a new study has found

These kods aren' just playing a lot. Thexr gaming interferes with

Schoot pertormance, dsrupts ineraction wi famly and rends 8.5% exhibit signs of

ana poses heath problems, the sty reveas addiction to gaming

assstant professor at iowa State Universy in Ames, said the Interferes with school

study s e frst to document the prevalonce of video game

adicton using a nationaly representatve sample of ikven performance

and adoescents -
24% sexual behaviour

Disrupts interaction with
peers and family

Poses health risks

Douglas A Gentse. a deveiopmental psychologist and an

"What's most conceming to me s really the total percentage.
just the vast number of Kids that are having real problems in
thesr Ives because they piay games, and they may not know
how 1o stop 1. said Genlile, whose study appears in the May
edition of Psychological Science.

Experts don't agree on whether such a ting as “Wideo game
addicton” really emsts. At present, #is not isted as a mental
disorder in the American Psychiatric Association's Diagnostic
and Statistical Manual of Mental Disorders. The next update of 19 April 2009
that manual, which describes criteria for diagnosing various

. 1 due out in 20!

DILZ  «

Sydney, Australi™ =~ *

Schoolboys' sex acts with girl, 13, filmed and sent

Lo mates

A 13:yzarold gin who was violated by seven

taenage boys - some of them dressed in schoal

u was told 10 “smils liks youre enjoying it
ey toak tums wit her in a public tailet cubicle,

= coue heard nday w
e gt apral and o soxin v et | Tle Sybmey Forning Ferald

Sydney locations with the beys i acts that ane.
taenager taped on his mabile phane and later sent
to his fiends

Four teznagers appesied in the Disrict Count for a
sentencing hearng today, aftr plesding suity o
auated sexual imercourse with 2 parson aged
rwsan 10 and 14

*

Teens flaunting sex and drugs on MySpace

Mare than half of teenagers mention risky behaiors
such as sex and drugs on thew MySpace ccounts

US researchers said on Monday

The

o o how bl they e o may be poning 54% high risk
hemaohes toiaks, b th s may sso oer 8 BehaviowUrs

naw way to identify and help roubled taens

0013 who he 3 41% mentioned

ace account ae displaying risky behawors i

ol substance abuse

24% sexual behaviou

In one of two studses. Cheistakis and Dr Megan
Moreno of the Unwers

randomy chos

Ovrall, 54 parcent of the publicly wvailable
115 they chacked contained iformation about

3 41 parcant mantioned 6! January 2009
24 parcort saxval behaor and
14 parcant volance

Teen sends 14,528 text messages in one month

B8 A

An American teenager sent almost 500 text
messages a day last month, leaving her father with
a phone bill of 440 pages.

Reina Hardesty, 13, sent 14 528 text messages in
December - about 470 text messages a day, at an
average of a message every two minutes if she was
awake for 15 hours each day, the New York Post
said.

Her father, Greg, said he was shocked to receive a
440 page phone bill last month.

"First, | laughed. | thought- That's insane, that's
impossible’.” Mr Hardesty told the Post.

13t January 2009

Sydney schoolgirl, 13, in sexting investigation
after sending nude photo of herself to boyfriend

By Shwenton  The Suntoy Teyramn | & 03 12310

13, sent nude picture of hersel
* Used mable phone 1o 5end to boytnend
* Could have taced chid pornography charges.

A 13-YEAR-0ld Sydney schooigin who sent 3
nude photo of herselt to her teenage boytriend
was investigated by police in one of the fest
Australian cases of flegai “sexting”

The incident. Invohving 3 Year 8 student at
Brigkine College. Randwick. was reported by the
principal to polkce and to the Department of
Communty Services last week

The g1 and boy are understood to have been
When the image was sent a fortnight ago, but have since broken up,
‘Sexting” - where expicit images are sent from mobie to mobie - is a growing trend here and in

e US, where two gins were accused of pedding i pomography 1ast month afler sexting
semi.nude pholos of themseives

6/1/2009
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Schoolboys' sex acts with girl, 13, filmed and sent

to mates
s smh.com.au
The Sispney Forning Ferald

A 13-year-old girl who was violated by seven
teenage boys - some of them dressed in school
uniforms - was told to "smile like you're enjoying it"
as they took turns with her in a public toilet cubicle,
a court heard today.

The girl had vaginal and oral sex in several different
Sydney locations with the boys in acts that one
teenager taped on his mobile phone and later sent
to his friends.

Four teenagers appeared in the District Court for a
sentencing hearing today, after pleading guilty to
aggravated sexual intercourse with a person aged
between 10 and 14.

6 Most Popular activities for
Australian teens?

1. Chatting on MSN

Chatting on msn

ossenger (DETA) Conversation
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Expert's cyber warning to students

22/04/2009 11:14:00 BM @h]@ @MM@B@

INAPPROPRIATE material on social networking sites could stop you
getting a job, students at Damascus College were told yesterday.

Senior government cybersafety trainer Greg Gebhart said employers
regularly checked Facebook and MySpace listings and excluded
candidates with improper material.

This could include flirtatious photographs, swearing, or descriptions of
excessive partying.

"Drunken party talk, talk about drug use, false information, bad
language, inappropriate language, employers say they will not consider
candidates with this sort of information on their site,” Mr Gebhart said
yesterday.

"Or even if your friends or other people put comments on your MySpace
site, and you leave it there and don't delete it, employers can say “sorry,

we're not interested in looking at you as a candidate’.

or 0t
00M,
Pre 'atr /s

6 Most Popular activities for
Australian teens?

1. Chatting on MSN
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Teen sends 14,528 text messages in one month — % who own
An Amencan teenager sent aimost 500 text a m 0 b I | e
el - ‘ phone

Reina Hardesty, 13, sent 14,528 text messages in e 8-11 years 18%

average of 3 message every twe
awake for 16 hows each day. the

Hee father, Greg, said he was shocksd to racehe 3
440 page phone bl last month

Sugidndag . 2 12-14 years | 75%

mpossible’” Mr Hardesty told 1

“And | immediately whipped out the calcuator to see i & was humardy possible

O e Over 15 90%
Rena sa saged 3 core group of our obsessive texters” - all girts betwaen the ages of 12 and 13

“Well a ot of my fiends have unimited texting. | just text them pretty much all the time,” she sad.

ALS karanke birthdsy party. Reina texted her best frend. who was sitting fight next Lo her while others were
d

Source: Australian Communications and Media Authority April 2009

PopLanrity of  Iphone

. - AUSTRALIANIE - April 17 th 2008
applications

For

RESEARCH tracking Australians' propensity to use their mobile phones to access the internet indicates use of
the mobile internet will be commonplace within a year.

The research, which is conducted annually by the University of Adelaide and mobile phone company m.Net as part
of an international study, has found the proportion of people who have accessed a website on their phone has
doubled to 40 per cent in the past 12 months.

Sixty per cent of people nominated improved mobile services and the reducing cost of accessing mobile internet
content as a reason to change carriers, according to m.Net director of research Marisa Maio Mackay.

Twelve to 18 months ago, it wasn't an influencing factor,” Dr Maio Mackay said. “People were more concerned
with the usability of the handset.

For the first time we're starting to see the use of mobile data {or non-voice) services has reached a critical mass.

‘MDS will take off in the next six to 12 months,” she said.

Growth of social networking

6 Most Popular activities for
Australian teens?

NOW & THEN

1. Chatting on MSN \ umberof bl
2. Text messages Facebook ..
profile

200 million

Then in 2004,
it was about

1 million
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0 MYSPACE - FACEBOOK

Wife murdered over 'single' Facebook status

Janusry 25, 2009 1028804 =& A

A British man who murdered his wife after becoming
enraged when she changed her relationship status
on Facebook to "single” has been jailed for at least
18 years

Edward Richardson, 41, stabbed wife Sarah, 26, to
death in a "frenzied and brutal” attack at her parents’
home in Biddulph, central England, last May after
she atered her profile on the Intemet social
networking site.

The couple had been living apart since the previous
month, said Fiona Cortese, a spokeswoman for the
Crown Prosecution Service, which is responsible for
prosecuting cases in England and Wales.

Teens flaunting sex and drugs on MySpace

6 Most Popular activities for
et ety s Australian teens?

such as sex and dugs on their MySpace accounts,
US researchers said on Monday

They said many young pecple who use
es such

Chatting on MSN
e ey ety hlp ot e e . Text messages

e s B = . Social networking sites  eg;
e e MySpace

In one of two studies, Christakis and Dr. Megan
Morsno of ths Urwarsity of Wisconsin analysed 500
randormly chosen MySpace profies of 18-year-clds
in 2007

Overall, 54

14 percent violanca.

Denver DA Probes LimeWire Thefts

Peer-to-Peer Software Enables Identity Theft, Cops Claim

By Martin H. Bosworth @'ht -lnasl]ington 1J051

ConsumerAffairs.com

October 30, 2006

Denver authorities are warning Identity Theft
consumers of an alleged identity theft

scam involving the use of LimeWire, a

popular peer-to-peer (P2P) file

sharing program that lets users send

music, videos, and documents to each

other over the Web.

iTunes
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Dangers of limewire - \Makes-a joke of censorship

0...Many P2P ser

users will leave
SRELE Psychologlst attacks Smith's flick
appllcatlons like Adolescent psychologist Dr Michael

LimeWire running for °\ Carr-Gregg has attacked the film

hours or even overnight i classification system in light of the

when downloading 3 movie Seven Pounds receiving an M

muttiple fites, so Rating, find outwhy and have 5.f0ur say.

d nts could be " WARNING: ‘r.’ou will learn details about
T the plot ofthis film.

uploaded with no one
being the wiser. © VIDEO: Seven Pounds trailer

@he Washington Post EECEEIEER

6 Most Popular activities for A Flash and normal Gaming
Australian teens?

. Chatting on MSN ‘ . Fighter My

£StudentasLt

. Text messages | £ s
. Social networking sites  eg;

MySpace
. Downloading music movies,

games etc via Peer to Peer sites

eg limewire

6 Most Popular activities for — Web surfing
Australian teens? MUSIC BAND

. Chatting on MSN

. Text messages

. Social networking sites  eg;
MySpace

. Downloading music movies,
games etc via Peer to Peer sites
eg limewire

. Gaming sites &2 Life, WOW
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The nature of Cyberia Lost in cyberspace: Fears that new networks
are breeding grounds for real-life tragedies

Mostly
lawless...
Free... no
boundaries

You (T Rapidly and
' wildly

RriEPace M e CYOMING

& aia 2ilalle
Cyber cop starts internet
Bheat as bullies run rampant

" naked or semi-naked or having
sex posted on the intemet.§
SUSAN McLEAN, Victerls Pefice

Herald Sun 22"4 March 2007

Gang rape
recorded
on mobile

Australian
4t April 2007

6/1/2009
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Watch me die

Web chatroom pals watch in horror as man|

Sunday Herald Sun 25" March 2007

Session Three

USTRALIAN

A\ g"- OARDING
CHOOLS
clsll=le]| ssocimion

What are the components of a great
cybersafety policy for a boarding
school?

Why school policies do not
work

No student
involvementin
drafting of policy
No curriculum back
up

No staff PD

No leadership

6/1/2009

The dangers

a 17 -year-old girl
being bullied,
assaulted and
humiliated by a
gang of 12 youths
near the edge of the
Werribee River

Listas many obstacles as
you can to the successful
implementation of a
cybersafety policy in your
boarding school

So what can
schools

netsafe
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Integrated cybersafety
curriculum

Qur sun protection strategies

All children and staff use a combination of sun protection measures whenever the UV Index reaches 3 and above™
to ensure they are well protected from the sun. Particular care is taken between 10 am and 2 pm (11 am and 3 pm
daylight saving time) when UV Index levels reach their peak during the day

Our SunSmart policy is cansidered when planning all outdecr events e.g, assemblies, camps, excursions and
sporting events, Where possible, we have outdoor activities or events earlier in the morning or later in the
afternoon, or we try using indoor venues.

1. Shade

«  The school council makes sure there is a sufficient number of shelters and trees providing shade in the

school grounds particularly in areas where students congregate e.g. lunch, canteen, outdoor lesson areas
and popular play areas.

In consultation with the school council, shade pravisicn is considered in plans for future buildings and
grounds.

The availability of shade is considered when planning excursions and all outdoor activities.
= Children are encouraged to use available areas of shade when outside.

Children who do not have appropriate hats or outdoor clothing are asked to play in the shade or a suitable
area protected from the sun.

N
SnSmikt

KIDS ONLINE
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Sample Sun Protection Policy for
Primary Schools

SUNSMART

1 or lncorporate il of

<NAME SCHOOL>'S SUN PROTECTION POLICY

Rationale

Too much ultraviolet (UV) radiation from the sun can cause sunbum, skin damage, eye damage and skin cancer.
Australia has the highest incidence of skin cancer in the world, with two in three Australians developing some form
of skin cancer during their lifetime. Overexposure to the sun during childhood and adolescence is known to be a
major cause of skin cancer.

Our sun protection policy is followed from the beginning of September until the end of April and whenever the UV
Index level reaches 3 and above*.

2. Clothing

Sun protective clothing is included in our school uniform / dress code and sports uniform. School clothing
is made of close weave fabric and includes shirts with collars and longer sleeves, longer style dresses and
shorts and rash vests or t-shirts for outdoor swimming.

3. Hats

«  Children are required to wear hats that protect their face, neck and ears, i.e. lsgionnaire, broad brimmed
or bucket hats, whenever they are outside.

(Please note: Baseball caps do not offer enough protaction and are therefore not recommended. )

4, Sunglasses [SUGGESTED]

Children and staff are encouraged to wear close fitting, wrap around sunglasses that meet the Australian
Standard 1067 (Sunglasses: Category 2, 3 or 4) and cover as much of the eye area as possible.
5. Sunscreen

= SPF 30+ broad spectrum, water resistant sunscreen is available for staff and children's use. Sunscreen is
applied at least 20 minutes before going outdoors and reapplied every two hours if outdoors.
«  Staff remind children to apply sunscreen before going outdoors.

Policies
Practices
Curriculum

Parent education
Staff professional development
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So what about
the parents?

Barbara Bigge

AT

5 10 know abou

0 §.¢

g A cautionary tale .
for every feenager using chatrooms
and their parents .......

NetSuﬂ:@

The Internet Safety Group

CREATING A CYBERSAFETY POLICY FOR
YOUR SCHOOL

Create @
SAFETY Cybersafety is part of the board of trustees’
C’VEEK il under National Administration

POLICY Guideline 5.

Schools can adapt NetSafe's schaol

olicy template to best suit their needs. Schools
may elect to develop the policy further to safely
manage the use of specific-equipment or learning
environments.

NetSafe consulted widely on the development of
the school cybersafety policy template. Contact
NetSafe on 0508 NETSAFE (638 723) o seek legal
advice if your school is considering modifying the
template significantly.

It is necessary to review and update this policy
regularly because of changing circumstances,
including use of communication technologies across
the school, technological advances, curriculum

NetSafe

The Internet Safety Group

It is necessary to review and update this policy
regularly because of changing circumstances,
including use of communication technologies across
the school, technological advances, curriculum
changes and upgraded or new buildings.

6/1/2009

Great Book - Destroying Avalon

1st novel on cyber bullying
offers insights into the cyber
bullying world detailing:
Blogging

Cyber stalking

Masquerading

Text messages

wider issues of peer pressure,
and politics in high schools.

Parents can learn about this
culture through this book

www.fremantlepress.com.au/booksmain.htm

NetSafe

The Internet Safety Group

Schools can adapt NetSafe's school cybersafety
policy template to best suit their needs. Schools
may elect to develop the policy further to safely
manage the use of specific equipment or learning
environments.
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http://www.netsafe.org.nz/home/home_default.aspx
http://www.netsafe.org.nz/home/home_default.aspx
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