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The digital divide

• The adults charged with
the care of the next
generation feel as though
they are shut out, on the
other side of the bedroom
door.

www.michaelcarr-gregg.com.au

Handouts will be
available from
www.boarding.org.au

Program
9.30am – 10am - So what do you really know
about cyberspace - an interactive quiz...
10.45 - 11.15 – Morning Tea
11.15 - 12.30 – What are the latest
developments in cyberspace – case studies
12.30 - 1.00 - Lunch
1.00 - 2.30 – what are the components of a
great cybersafety policy for a boarding
school?

Today’s headlines

What is today
about?
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Minister Gillard on
cyberbullying
"I think these reports are spoton when they describe
bullying, particularly cyberbullying, as cruel, ostracising
and intimidating. Most
disturbingly, many said they
didn't report cyber-bullying
because they were scared
their mobile or computer
would be taken away."
Source: Herald Sun 1st June 2009

Setting the
Scence

interactive revolution

Single biggest transformation
since…
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Cyberia

Cyberia...

2 types of human beings

The digital divide

Digital Native
• The adults charged with
the care of the next
generation feel as though
they are shut out, on the
other side of the bedroom
door.

Digital Immigrant

Five world model (CarrGregg 2007)
Peer world

Inner
world

Digital
world

School
world

Family
world

Why the fifth world?
• “…Why does the Internet qualify
as its own social context, rather
than a subset of an existing
one…because it is qualitatively
different from the others and is
an important part of identity
formation for young people that
is not being mediated by adults.
It offers independence,
playfulness, seriousness, a peer
audience.”
Source: Bradley, K. (2005). Internet lives: Social context and moral
domain in adolescent development. New Directions for Youth
Development, 2005(108), 57-76
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Why the net?

Important communication and
information tool – not to be demonised

• “… It is a place of intense and
unrestricted learning. It has its own
etiquette, system of rules, and
morality, and it is in constant
evolution. In a single generation, there
has been a paradigm shift:
adolescents inhabit a social context
that their parents for the most part did
not experience as teenagers. It is a
world that many parents still do
not really understand. And its
ramifications are complex." (p. 70)

Source: Bradley, K. (2005). Internet lives: Social context and moral
domain in adolescent development. New Directions for Youth
Development, 2005(108), 57-76

My 17 year old son

www.myspace.com/theroyalesband

What about schools?
• “…schools have a duty of care to protect
their students from cyber bullying, whether or
not it's conducted during school
hours…Many school leaders are relying upon
anti-bullying strategies of a previous
generation.”

David Ford, Senior Partner

http://www.mirror.co.uk/news/technology/2
009/04/22/thousands-of-kids-seek-helpover-cyberbullying-115875-21295822/

Bullies who leave no bruises
By Helen Signy
Sydney Morning Herald October 25, 2007
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http://www.moodgym.anu.edu.
au

3 great web sites
for young people

www.reachoutcentral.com.au

Great sites on the web
http://www.reachoutpro.com.au
http://www.moodgym.anu.edu.au
http://www.reachoutcentral.com.au
http://www.reachout.com.au
http://www.beyondblue.com.au
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We think
online is
private

Just this
year

Kids see
Access as
A right

Any 12 yr old
can bypass
a filter

Parents
frozen out
Parents
ignorant
of dangers
Brain
development
Students lack
judgement & are
impulsive

Inadequate
technical
protection

Low parent
involvement

Students
are at risk
online

Students
are at risk
IRL

Slow, blunt
Legal
controls

Anonymity =
disinhibition
Cyberbullying etc…

What happened?
2 months later
Committed
suicide

Did TV interview
Warning people
Of the dangers
Of the net

miserable
and
depressed,
afraid even
to go to
school

Sent
nude
photos
to boyfriend

Session Two

They broke
up

Boyfriend
sent photos
to her
girlfriends

girls began
harassing her,
calling her a
slut and a
whore

So what do you really know about
#;
cyberspace - a spot quiz?

What do you know about internet and
young people, schools and
government attempts to control it?

Question 1
According to a recent UK study, what
percentage of 5 year olds in homes with
internet access have surfed the internet
for their own entertainment?
a)
b)
c)
d)

35%
55%
75%
95 %

20 seconds
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Answer 1
According to a recent UK study, What
percentage of 5 year olds in homes with internet
access have surfed the internet for their own
entertainment?
a)
b)
c)
d)

35%
55%
75%
95 %

Question 2
A Symantec study released in August 2007
found that young Australians are online more
than their parents think they are. Parents
thought it was 6 hours a week, when it was
actually what?
a)
b)
c)
d)

8 hours
9 hours
12 hours
18 hours

20 seconds

Answer 2
A Symantec study released in August 2007
found that young Australians are online more
than their parents think they are. Parents
thought it was 6 hours a week, when it was
actually what?

a)
b)
c)
d)

8 hours
9 hours
12 hours
18 hours

Question 3

What is the Kandersteg
Declaration?

20 seconds

www.kanderstegdeclaration.org/
What is the Kandersteg Declaration?

7

6/1/2009

Email to register support:
august.flammer@psy.unibe.ch

Question 4
Which of the following programs are being
offered by the federal government free
to Australian parents?
a)
b)
c)
d)

Filterpak v7.7
Integard v1.04
k9webprotection.com
Safe Eyes (Mac version)

Answer 4
Which of the following programs are being
offered by the federal government free
to Australian parents
a)
b)
c)
d)

Filterpak v7.7
Integard v1.04
k9webprotection.com
Safe Eyes (Mac version)

20 seconds

Free Government filters…

www.netalert.gov.au/forms/processdownload.php

www.netalert.net.au
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http://www1.k9webprotection.
com/
Microsoft conducted a national survey of
parents last year and discovered that 80%
did not know which one of the following?
a)
b)
c)
d)

How to log on to the net
That the Xbox 360 had parental controls
That you can access the net from your
mobile phone
The Xbox 360 enables players to play
with others on the net
20 seconds

Microsoft conducted a national survey of
parents last year and discovered that 80%
did not know which one of the following?
a)
b)
c)
d)

How to log on to the net
That the Xbox 360 had parental
controls
That you can access the net from
your mobile phone
The Xbox 360 enables players to
play with others on the net

How long did it take 16 year old school
boy Tom Wood to crack the
government’s $84 million porn filter?
a)
b)
c)
d)

10
20
30
40

mins
mins
mins
mins
20 seconds

Question 7
How long did it take 16 year old school
boy Tom Wood to crack the
government’s $84 million porn filter?
a)
b)
c)
d)

10
20
30
40

mins
mins
mins
mins

An inquiry into the suicides of two 16 year old Upwey
High School students in Victoria found that the
major factors in their deaths were…
a) Internet Addiction
b) Involvement in the
‘emo’ youth subculture
c) Alcohol and drug abuse
d) Accessing inappropriate
internet web sites
20 seconds
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Answer 7
An inquiry into the suicides of two 16 year old Upwey
High School students in Victoria found that the major
factors in their deaths were…

a) Internet Addiction
b) Involvement in the ‘emo’
youth subculture
c) Alcohol and drug abuse
d) Accessing inappropriate
internet web sites

Question 8
How many web sites come up if you Google the words
“How to kill Yourself”

a) 4,600,000
b) 6,600,000
c) 8,600,000
d) 10,600,000
20 seconds

Question 9

Answer 8
How many web sites come up if you Google the words
“How to kill Yourself”

a) 4,600,000
b) 6,600,000
c) 8,600,000
d) 11,600,000

World of Warcraft, often referred
to as WoW, is an example of which
of the following
a) multiplayer online role-playing game
b) massive multiplayer online role-playing
game
c) massive multiple online role-playing game
d) Multi person online role-playing game
20 seconds

Answer 9
World of Warcraft, often referred
to as WoW, is an example of which
of the following?
a) multiplayer online role-playing game
b) massive multiplayer online role-playing
game
c) massive multiple online role-playing game
d) Multi person online role-playing game

Question 9
World of Warcraft, takes place
within the Warcraft world of,
a)
b)
c)
d)

Azinth
Aztonhenge
Aztec
Azeroth
20 seconds

10

6/1/2009

Question 10

Which of the following statements
about ‘phishing’ are true?
a)

Is an attempt to criminally and
fraudulently acquire sensitive information
b) It involves the acquisition of usernames,
passwords and credit card details
c) It is done by masquerading as a trustworthy
entity in an electronic communication
d) Phishing is typically carried out by email or
instant messaging
20 seconds

Answer 10

A fake web site

Which of the following statements
about ‘phishing’ are true?
a)

Is an attempt to criminally and
fraudulently acquire sensitive information
b) It involves the acquisition of usernames,
passwords and credit card details
c) It is done by masquerading as a trustworthy
entity in an electronic communication
d) Phishing is typically carried out by email or
instant messaging

Real myspace web site

Compare
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Question 11

How this works…
• This website
stores the login
details...
• On this one
website, there is
over 70,000
usernames and
passwords of
users - giving
anyone full,
explicit access to
their accounts!!!

As of September 7, 2007, MySpace has over 200 million
accounts. The site reportedly attracts how many new
registrations per day?

a)
b)
c)
d)

20 seconds

Answer 11
As of September 7, 2007, MySpace has over 200 million
accounts. The site reportedly attracts how many new
registrations per day?

a)
b)
c)
d)

53,000
73,000
230,000
530,000

53,000
73,000
230,000
530,000

Question 12
Which of the following web sites are
moderated by adults?
a)
b)
c)
d)
e)

Myspace
Youtube
Vampirefreaks
Mydeathspace
Habbo Hotel
20 seconds

Answer 12
Which of the following web sites are
moderated by adults?
a)
b)
c)
d)
e)

Myspace
Youtube
Vampirefreaks
Mydeathspace
Habbo Hotel

What‟s moderated and what‟s
not?
• “..Most websites have their own,
certain standards. Mainstream ones
such as MySpace, YouTube etc. all
have pretty proper ones that we
would have in society. But then we
have VampireFreaks - MyDeathSpace
- and probably another hundred
billion at the moment that wouldn't.
Some imageboards have
absolutely macabre humor pictures of mutilated bodies - the
depiction of disabled people as
humorous. Nothing is protected http://thewoodverdict.blogspot.com/
the standards really go down to
nothing, none, nil. The creators of
this land (Cyberia) are the users
- and the users control it.”
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Question 13
Recent American research has found
chat room use
a) Reduces interactions between
adolescents and their families,
b) damaging family cohesiveness
c) increasing the potential for
isolation
d) increasing the potential for
psychological problems
20 seconds

Question 14
Who is this girl and why are these
pictures now famous?

Answer 13
Recent American research has found
chat room use
a) Reduces interactions between
adolescents and their families,
b) damaging family cohesiveness
c) increasing the potential for
isolation
d) increasing the potential for
psychological problems
Source: Age November 23rd 2005

Answer 14
Francesca Wells - Barker College school girl who
posted these pics online and went all around the
world and got her suspended

20 seconds

Question 15
Tom Wood recently surveyed his 5 best mates and
asked them how many ‘friends” they had on their
MySpace profile what was the average across his 5 best
mates?.

a)
b)
c)
d)

13
113
213
413

Answer 15

Tom Wood recently surveyed his 5 best mates and
asked them how many „friends” they had on their
MySpace profile what was the average across his 5
best mates?.

a)
b)
c)
d)

13
113
213
413

20 seconds
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You‟ve been „slurped‟

What’s your total?

Every day, all over the world there
are reports of internet abuse

What are the latest developments
in cyberspace?

Great Britain

• 63% received
unwelcome emails
• 26% had
offensive messages
posted about them
• 26% unwelcome
text messages
Saturday 4th April 2009

• 10,000
children a
week

22nd April Daily Mirror 2009
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• 54% high risk
behaviours
• 41% mentioned
substance abuse
• 24% sexual behaviour

6th January 2009

USA
• 8.5% exhibit signs of
addiction to gaming
• Interferes with school
performance
• 24% sexual behaviour
• Disrupts interaction with
peers and family
• Poses health risks
19th April 2009

13th January 2009

Sydney, Australia
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6 Most Popular activities for
Australian teens?
1. Chatting on MSN

Chatting on msn

Chat
Rooms
Predators

6 Most Popular activities for
Australian teens?
1. Chatting on MSN
2. Text messages
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Age range
% who own
Mobile Phone
Ownership

8-11 years

a mobile
phone
18%

12-14 years 75%

Over 15

90%

Source: Australian Communications and Media Authority April 2009

Popularity of Iphone
applications

6 Most Popular activities for
Australian teens?
1. Chatting on MSN
2. Text messages
3. Social networking sites eg;
MySpace

April 17th 2008

Growth of social networking

200
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Social Networking – MYSPACE - FACEBOOK

6 Most Popular activities for
Australian teens?
1. Chatting on MSN
2. Text messages
3. Social networking sites eg;
MySpace
4. Downloading music movies,
games etc via Peer to Peer
sites eg limewire

Downloading Music/Videos
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Dangers of limewire

Makes a joke of censorship

• “...Many P2P service
users will leave
applications like
LimeWire running for
hours or even overnight
when downloading
multiple files, so
documents could be
uploaded with no one
being the wiser.”
October 30th 2006

6 Most Popular activities for
Australian teens?

Flash and normal Gaming

1. Chatting on MSN
2. Text messages
3. Social networking sites eg;
MySpace
4. Downloading music movies,
games etc via Peer to Peer sites
eg limewire
5. Gaming sites – 2nd Life, WOW

6 Most Popular activities for
Australian teens?

Web surfing

1. Chatting on MSN
2. Text messages
3. Social networking sites eg;
MySpace
4. Downloading music movies,
games etc via Peer to Peer sites
eg limewire
5. Gaming sites – 2nd Life, WOW
6. Web surfing
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multitasking

And they do it all at once…

The nature of Cyberia
• Mostly
lawless...
Free... no
boundaries

An adolescent
psychiatrists’s view

 Rapidly

and
wildly
evolving

Snr Constable Susan McLean
More
dangers...

The Age April 2 nd 2007

Herald Sun 22nd March 2007

Australian
4th April 2007
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The dangers

Sunday Herald Sun 25th March 2007

Session Three

• a 17-year-old girl
being bullied,
assaulted and
humiliated by a
gang of 12 youths
near the edge of the
Werribee River

List as many obstacles as
you can to the successful
implementation of a
cybersafety policy in your
boarding school

What are the components of a great
cybersafety policy for a boarding
school?

Why school policies do not
work
• No student
involvement in
drafting of policy
• No curriculum backup
• No staff PD
• No leadership

So what can
schools
do?
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Policy

Integrated cybersafety
curriculum

•
•
•
•
•

Policies
Practices
Curriculum
Parent education
Staff professional development
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So what about
the parents?

Great Book - Destroying Avalon
Kate McCaffrey
• 1st novel on cyber bullying
• offers insights into the cyber
bullying world detailing:
–
–
–
–

Blogging
Cyber stalking
Masquerading
Text messages

• wider issues of peer pressure,
and politics in high schools.
• Parents can learn about this
culture through this book
www.fremantlepress.com.au/booksmain.htm

Step 1
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7
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Step 8

Step 9

Step 10

Step 11

Step 12

Step 13
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Step 14

Step 15

Cybersafety incident discovered and recorded

Refer to schools cybersafety
polictyand practices

Classify the incident

illegal

Age restricted

inappropriate

• Breaks state or commonwealth
laws or is suspected of doing so...

illegal

Age restricted

inappropriate

illegal

Age restricted

inappropriate

• Illegal to show, give or sell to a
person under a certain age.
Individual situations will vary in
seriousness
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illegal

Age restricted

inappropriate

• Is this potentially so serious that
senior management should be
informed immediately?

How to complain to ACMA
• Email:
online@acma.gov.au
• Post: The Content
Assessment Hotline
Manager, Australian
Communications and
Media Authority, GPO
Box Q500 Queen Victoria
Building NSW 1230
• Fax: (02) 9334 7799

Do Not Copy, Print or Display
If no ownership issue, close down
the device and physically secure it;
Immediately inform senior
management of the incident. It is
recommended that the school seek
legal advice urgently

Who to contact?

The End
www.michaelcarr-gregg.com.au
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